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As digital technologies are expanding the power and reach of research, they are also
raising complex issues. These include complications in ensuring the validity of research
data; standards that do not keep pace with the high rate of innovation; restrictions on data
sharing that reduce the ability of researchers to verify results and build on previous
research; and huge increases in the amount of data being generated, creating severe
challenges in preserving that data for long-term use. Ensuring the Integrity, Accessibility,
and Stewardship of Research Data in the Digital Age examines the consequences of the
changes affecting research data with respect to three issues - integrity, accessibility, and
stewardship-and finds a need for a new approach to the design and the management of
research projects. The report recommends that all researchers receive appropriate
training in the management of research data, and calls on researchers to make all
research data, methods, and other information underlying results publicly accessible in a
timely manner. The book also sees the stewardship of research data as a critical
long-term task for the research enterprise and its stakeholders. Individual researchers,
research institutions, research sponsors, professional societies, and journals involved in
scientific, engineering, and medical research will find this book an essential guide to the
principles affecting research data in the digital age.
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SUMMARY
Advances in digital computing, communications, sensors, and storage
technologies are revolutionizing nearly every area of scientific, engineering, and medical
research. Today, researchers are employing sophisticated technologies to generate,
analyze, and share data to address questions that were unapproachable just a few years
ago. They are carrying out detailed simulations to guide theoretical approaches and to
validate new experimental approaches. They are working in interdisciplinary and often
international teams on complex integrative problems that require inputs from a multitude
of perspectives. They are using data generated by others to augment their own data and
sometimes to address problems that the original researchers could not have envisioned.
Digital technologies have fostered a new world of research characterized by immense
datasets, unprecedented levels of openness among researchers, and new connections
among researchers, policy makers, and the public.
Even as these new capabilities are expanding the power and reach of research,
they are raising complex issues for researchers, research institutions, research sponsors,
professional societies, and journals. Digital technologies can complicate the process of
verifying the accuracy and validity of research data, in part because of the enormous rate
at which data can be generated and the intricate processing those data undergo. The high
rate of innovation in digital technologies, a lack of standards, and issues such as privacy,
national security, and possible commercial interests can inhibit the sharing of data, which
can reduce the ability of researchers to verify results and build on previous research.
Huge increases in the quantity of data being generated, combined with the need to move
digital data between successive storage media and software environments as technologies
evolve, are creating severe challenges in preserving data for long-term use. And these
issues are not restricted to large-scale research projects; they can be especially acute for
the small-scale projects that continue to constitute the bulk of the research enterprise.
This report examines the consequences of the changes affecting research data
with respect to three issues: integrity, accessibility, and stewardship. Because of the
enormous range in the detailed procedures and styles of research from field to field, it is
impossible to formulate specific recommendations for every field. Instead, for each of the
three issues examined in this report, the authoring committee has developed a
fundamental principle that applies in all fields of research regardless of the pace or nature
of technological change. The report then explores the implications of these three central
principles for the various components of the research enterprise.1
Developing the policies, standards, and infrastructure needed to ensure the
integrity, accessibility, and stewardship of research data is a critically important task. It
will require sustained effort on the part of all stakeholders in the research enterprise. The

1

In this Summary, the principles appear in boldface type and the recommendations drawn from the
principles are presented in italic type.
1
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ENSURING RESEACH DATA IN THE DIGITAL AGE

committee believes that the broad principles stated in this report provide the appropriate
framework for this undertaking.
ENSURING THE INTEGRITY OF RESEARCH DATA
The fields of science, engineering, and medicine span the totality of physical,
biological, and social phenomena. Research in all these fields is based on certain
fundamental procedures and convictions. However, each research field has its own
characteristic methods and scientific style. Consequently, research is too broad an
enterprise to permit many generalizations about its conduct.
One theme, however, threads through its many fields: the primacy of scrupulously
recorded data. Because the techniques that researchers employ to ensure the integrity—
the truth and accuracy—of their data are as varied as the fields themselves, there are no
universal procedures for achieving technical accuracy. The term “integrity of data” also
has a structural meaning, related to the data’s preservation and presentation. This is the
subject of Chapter 4. There are, however, broadly accepted practices for generating and
analyzing research. In most fields, for instance, experimental observations must be shown
to be reproducible in order to be credible. Even this fundamental principle can have
exceptions. For instance, observations with an historical element, such as the explosion of
a supernova or the growth of an epidemic, cannot be reproduced. Other general practices
include checking and rechecking data to confirm their accuracy and validity and
submitting data and research results to peer review to ensure that the interpretation is
valid. In addition, some practices may be employed only within specific fields, such as
the use of double-blind clinical trials.
Many of the traditional methods for ensuring the integrity of data—whether
universal or discipline specific—are being modified as digital technologies alter
capabilities and procedures. Because of the huge quantities of data generated by digital
technologies, an increasing fraction of the processing and communication of data is done
by computers, sometimes with relatively little human oversight. If this processing is
flawed or misunderstood, the conclusions can be erroneous. Documenting work flows,
instruments, procedures, and measurements so that others can fully understand the
context of data is a vital task, but this can be difficult and time-consuming. Furthermore,
digital technologies can tempt those who are unaware of or dismissive of accepted
practices in a particular research field to manipulate data inappropriately.
Several recent incidents and trends provided an impetus for this study, such as the
challenge journals face in preventing inappropriate manipulation of digital images in
submitted papers and well-publicized, albeit rare, cases of research misconduct involving
fabricated or manipulated data. Assessing the broad set of institutions, policies, and
practices that have been put into place to prevent and detect research misconduct,
including the fabrication or inappropriate manipulation of data, was beyond the scope of
this study. Nevertheless, the committee recognizes that the advance of digital
technologies presents special challenges to the individuals and institutions charged with
ensuring responsible conduct in research. Since these individuals and institutions will
continue to play a critical role in ensuring the integrity of research data, it is important
that they adapt their procedures in order to function effectively in the digital age.
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The most effective method for ensuring the integrity of research data is to ensure
high standards for openness and transparency. To the extent that data and other
information integral to research results are provided to other experts, errors in data
collection, analysis, and interpretation (intentional or unintentional) can be discovered
and corrected. This requires that the methods and tools used to generate and manipulate
the data be available to peers who have the background to understand that information.
The traditional way for submitting data and results to the scrutiny of other
researchers is through peer review, which allows the validity of data and results to be
judged for quality by a research community before dissemination. Although traditional
peer review practices remain essential for evaluating the importance and validity of
research, it has become clear that these have limitations when it comes to ensuring that
digital data have been appropriately collected, analyzed, and interpreted. Fortunately, it
has also become clear that the advance of digital technologies is providing new
opportunities to ensure data integrity through greater openness and transparency. The
emergence and growth of accessible databases such as GenBank and the Sloan Digital
Sky Survey illustrate these opportunities in widely disparate disciplines.2 Yet in many
fields, a lack of technological infrastructure, cultural norms and expectations, and other
factors act as barriers to openness and transparency.
The integrity of data in a time of revolutionary changes in research practice is too
important to be taken for granted. Consequently, this report affirms the following general
principle for ensuring the integrity of research data:
Data Integrity Principle: Ensuring the integrity of research data is essential for
advancing scientific, engineering, and medical knowledge and for maintaining
public trust in the research enterprise. Although other stakeholders in the research
enterprise have important roles to play, researchers themselves are ultimately
responsible for ensuring the integrity of research data.
This straightforward principle leads to several specific recommendations.
Recommendation 1: Researchers should design and manage their projects so as to ensure
the integrity of research data, adhering to the professional standards that distinguish
scientific, engineering, and medical research both as a whole and as their particular
fields of specialization.
Some professional standards apply throughout research, such as the injunction
never to falsify or fabricate data or plagiarize research results. These are fundamental to
research, and have been confirmed by leading organizations and codified in regulations.3
Other standards are relevant only within specific fields—such as requirements to conduct
double-blind clinical trials. Researchers must adhere to both sets of standards if they are
2

Dennis A. Benson, Ilene Karsch-Mizrachi, David J. Lipman, James Ostell, and David L. Wheeler. 2006.
"GenBank." Nucleic Acids Research 34(Database):D16–D20. Available at
http://nar.oxfordjournals.org/cgi/content/abstract/34/suppl_1/D16. See also Robert C. Kennicutt, Jr. 2007.
“Sloan at five.” Nature 450:488–489.
3
National Academy of Sciences, National Academy of Engineering, and Institute of Medicine. 1992.
Responsible Science: Ensuring the Integrity of the Research Process. Washington, DC: National Academy
Press.
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ENSURING RESEACH DATA IN THE DIGITAL AGE

to maintain the integrity of research data, and they can adhere to professional standards
only if they fully understand the standards.
Recommendation 2: Research institutions should ensure that every researcher receives
appropriate training in the responsible conduct of research, including the proper
management of research data in general and within the researcher’s field of
specialization. Some research sponsors provide support for this training and for the
development of training programs.
Researchers, research institutions, research sponsors, professional societies, and
journals all are responsible for creating and sustaining an environment that supports the
efforts of researchers to ensure the integrity of research data. In some cases, digital
technologies are having such a dramatic effect on research practices that some
professional standards affecting the integrity of research data either have not yet been
established or are in flux. The recent recognition of the inappropriate manipulation of
digital images submitted in journal articles illustrates the need for the research enterprise
to continue to set clear expectations for appropriate behavior and effectively
communicate those expectations.
Recommendation 3: The research enterprise and its stakeholders—research institutions,
research sponsors, professional societies, journals, and individual researchers—should
develop and disseminate professional standards for ensuring the integrity of research
data and for ensuring adherence to these standards. In areas where standards differ
between fields, it is important that differences be clearly defined and explained. Specific
guidelines for data management may require reexamination and updating as
technologies and research practices evolve.
Although all researchers should understand digital technologies well enough to be
confident in the integrity of the data they generate, they cannot always be expected to be
able to take full advantage of new capabilities. In an increasing number of fields,
professionals with expertise specifically in the generation, analysis, storage, or
dissemination of data are playing an essential role in taking advantage of digital
technologies and ensuring the integrity of research data.
Recommendation 4: Research institutions, professional societies, and journals should
ensure that the contributions of data professionals to research are appropriately
recognized. In addition, research sponsors should acknowledge that financial support
for data professionals is an appropriate component of research support in an increasing
number of fields.
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ENSURING ACCESS TO RESEARCH DATA
Advances in knowledge depend on the open flow of information. Only if data and
research results are shared can other researchers check the accuracy of the data, verify
analyses and conclusions, and build on previous work. Furthermore, openness enables the
results of research to be incorporated into socially beneficial goods and services and into
public policies, improving the quality of life and the welfare of society.
Despite the many benefits arising from the open availability of research data and
results, many data are not publicly accessible, or their release is delayed, for a variety of
reasons. Data may be withheld because they are being used to generate a commercial
product or service, because of confidentiality considerations, or because of national
security concerns. Furthermore, in some fields it is acceptable for researchers to have a
limited period of exclusivity in which the data are used only by the principal investigators
and their immediate associates. In areas of potential commercial applications, patenting
considerations, contractual restrictions, and technological constraints also can limit or
delay the accessibility of data.
Legitimate reasons may exist for keeping some data private or delaying their
release, but the default assumption should be that research data, methods (including the
techniques, procedures, and tools that have been used to collect, generate, or analyze
data, such as models, computer code, and input data), and other information integral to a
publicly reported result will be publicly accessible when results are reported, at no more
than the cost of fulfilling a user request. This assumption underlies the following
principle of accessibility:
Data Access and Sharing Principle: Research data, methods, and other information
integral to publicly reported results should be publicly accessible.
Although this principle applies throughout research, in some cases the open
dissemination of research data may not be possible or advisable. Granting access to
research data prior to reporting results based on those data can undermine the incentives
for generating the data. There might also be technical barriers, such as the sheer size of
datasets, that make sharing problematic, or legal restrictions on sharing as discussed in
Chapter 3. Nevertheless, the main objective of the research enterprise must be to
implement policies and promote practices that allow this principle to be realized as fully
as possible.
This principle has important implications for researchers.
Recommendation 5: All researchers should make research data, methods, and other
information integral to their publicly reported results publicly accessible in a timely
manner to allow verification of published findings and to enable other researchers to
build on published results, except in unusual cases in which there are compelling reasons
for not releasing data. In these cases, researchers should explain in a publicly accessible
manner why the data are being withheld from release.
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This principle may seem to apply only to publicly funded research, but a strong
case can be made that much data from privately funded research should be made publicly
available as well. Making such data available can produce societal benefits while also
preserving the commercial opportunities that motivated the research.
As discussed earlier, differences in technological infrastructure, publication
practices, data-sharing expectations, and other cultural practices have long existed
between research fields. In some fields, aspects of this “data culture” act as barriers to
access and sharing of data. With the growing importance of research results to certain
areas of public policy, the rapid increase of interdisciplinary research that involves
integration of data from different disciplines, and other trends, it is important for fields of
research to examine their standards and practices regarding data and to make these
explicit.
Data accessibility standards generally depend on the norms of scholarly
communication within a field. In many fields these norms are now in a state of flux. In
some fields, researchers may be expected to disseminate data and conclusions more
rapidly than is possible through peer-reviewed publications. Digital technologies are
providing new ways to disseminate research results—for example, by making it possible
to post draft papers on archival sites or by employing software packages, databases,
blogs, or other communications on personal or institutional Web sites.
Data sharing is greatly facilitated when a field of research has standards and
institutions in place that are designed to promote the accessibility of data.
Recommendation 6: In research fields that currently lack standards for sharing research
data, such standards should be developed through a process that involves researchers,
research institutions, research sponsors, professional societies, journals, representatives
of other research fields, and representatives of public interest organizations, as
appropriate for each particular field.
If researchers are to make data accessible, they need to work in an environment
that promotes data sharing and openness.
Recommendation 7: Research institutions, research sponsors, professional societies, and
journals should promote the sharing of research data through such means as publication
policies, public recognition of outstanding data-sharing efforts, and funding.
Recommendation 8: Research institutions should establish clear policies regarding the
management of and access to research data and ensure that these policies are
communicated to researchers. Institutional policies should cover the mutual
responsibilities of researchers and the institution in cases in which access to data is
requested or demanded by outside organizations or individuals.
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PROMOTING THE STEWARDSHIP OF RESEARCH DATA
Research data can be valuable for many years after they are generated. Data that
led to initial insights can sometimes be used to generate new findings in the same or
entirely different research fields. Existing data can be reanalyzed or combined with new
data to verify published results or arrive at new conclusions. In some research areas,
accessible databases have become essential parts of the research infrastructure,
comparable to laboratories, research facilities, and computing devices and networks.
Maintaining high-quality and reliable databases can be costly, especially over
long time periods. Obviously not all data should be preserved, but deciding what to save
and what to discard becomes more difficult as increasing quantities of data are generated.
Because the future uses of data are difficult to predict, returns on investments in
stewardship can be uncertain. Furthermore, in many fields of research, there is no
consensus as to who should maintain large databases or who should bear the costs. These
problems can be especially difficult for investigators involved in small projects, who can
face great challenges in deciding which data will be useful, in documenting those data
thoroughly for future uses, and in finding funds from limited budgets for data
preservation.
The value of data for long-term use suggests the following general principle for
the stewardship of data:
Data Stewardship Principle: Research data should be retained to serve future uses.
Data that may have long-term value should be documented, referenced, and indexed
so that others can find and use them accurately and appropriately.
Curating data requires documenting, referencing, and indexing the data so that
they can be used accurately and appropriately in the future. Data stewardship must start
at the beginning of the project, not partway through or at the end of the project.
Recommendation 9: Researchers should establish data management plans at the
beginning of each research project that include appropriate provisions for the
stewardship of research data.
Because data without accompanying information about how they were derived
can be useless, arranging for preserved data to be annotated so that they retain their longterm value is among the most important tasks for researchers establishing a data
management plan.
This recommendation is not meant to imply that individual researchers are
responsible for ensuring indefinite preservation of their own data, but that they ensure
that data that are judged to have potential long-term value are prepared and transferred to
the appropriate archives or repositories. Researchers should work in partnership with
their institutions, sponsors, and fields to formulate and implement their plans.
Researchers need to participate in the development of policies and standards for
data annotation, preservation, and long-term access. Data need not be annotated in such
detail that nonspecialists can immediately use them, but guidelines should exist for the
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degree of expertise required to use a data collection. Researchers also need to develop
procedures for error reporting, tracking, and correction. These policies and standards will
vary greatly from field to field because they depend on the nature and potential uses of
data. Nevertheless, establishing such policies is the collective responsibility of the
researchers in each field.
Recommendation 10: As part of the development of standards for the management of
digital data, research fields should develop guidelines for assessing the data being
produced in that field and establish criteria for researchers about which data should be
retained.
Researchers need a supportive institutional environment to fulfill their
responsibilities toward the stewardship of data.
Recommendation 11: Research institutions and research sponsors should study the needs
for data stewardship by the researchers they employ and support. Working with
researchers and data professionals, they should develop, support, and implement plans
for meeting those needs.
The problem of paying for long-term stewardship of research data and other
digital scholarly work is difficult, and solutions need to be developed over time. It is
important that requirements for improved data management practices not be imposed as
unfunded mandates. In the digital age, data management needs to be integrated into
research program funding as an essential component of the conduct of research. Where
appropriate, grant applications should include costs for data stewardship.
Many issues regarding the integrity, accessibility, and stewardship of research
data are common across the research enterprise. Bodies that oversee multiple fields of
research should disseminate lessons learned and help to foster interdisciplinary
cooperation. Within the U.S. federal government, a recent report by the Interagency
Working Group on Digital Data explores the needs for preservation and dissemination of
publicly funded research data.4 At the nongovernmental level, the National Research
Council recently established a new Board on Research Data and Information that will
address emerging issues in the management, policy, and use of research data at the
national and international levels.

4

Interagency Working Group on Digital Data. 2009. Harnessing the Power of Digital Data for Science and
Society. Washington, DC: National Science and Technology Council, Executive Office of the President.
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Preface
Data are the foundation on which scientific, engineering, and medical knowledge
is built. The generation, analysis, communication, and preservation of data are in a period
of profound change, and research is being similarly transformed.
The development and rapid advance of digital technologies have enabled
immense quantities of data to be created, processed, and disseminated around the world.
These data can capture the characteristics of phenomena in far greater detail and with a
dynamic verisimilitude never before possible. Data from different fields are being
combined, yielding deep insights into formerly intractable problems. The open sharing of
data, tools, and services over the internet is creating new ways of carrying out research
and new relationships among researchers. New research topics and fields are emerging
between the boundaries of traditional disciplines, and the questions that investigators can
address are rapidly expanding.
These changes in the nature and conduct of research are greatly enhancing the
capabilities of researchers. However, these changes also are posing challenges, and in
some cases they have had negative consequences. A major impetus for this study was a
letter sent from the editors of several leading journals to National Academy of Sciences
President Ralph Cicerone (see Appendix C) pointing out that the improper manipulation
of digital images submitted to scholarly journals has become a significant issue for
editors and publishers. More broadly, changes in the use of research data have raised the
stakes for the methods traditionally used to ensure the integrity and utility of data.
Research data and results are increasingly critical inputs to a widening variety of policy
debates and decisions. Transparency on the part of investigators with regard to the
collection of data, methods of analysis, and presentation of results is essential for the
research enterprise to serve the public as an objective source of unbiased information. In
that regard, another major impetus for this report was the recent controversy over the
interpretation and use of data to reconstruct historical changes in global temperatures. In
this case, the combination of an important policy topic, differences in data-sharing
expectations between fields, and unclear expectations among researchers and members of
the public opened researchers to heightened scrutiny, skepticism, and even harassment.
As plans for this study took shape, it became clear that the issues involving
research data extend well beyond the most immediate connotations of the term “data
integrity.” Thus, the charge issued to our committee asked us to look at several critical
issues:
An ad hoc committee will conduct a study of issues that have arisen from the
evolution of practices in the collection, processing, oversight, publishing, ownership,
accessing, and archiving of research data. The key questions to be addressed are:
1. What are the growing varieties of research data? In addition to issues concerned
with the direct products of research, what issues are involved in the treatment of
raw data, prepublication data, materials, algorithms, and computer codes?
2. Who owns research data, particularly that which results from federally funded
research? Is it the public? The research institution? The lab? The researcher?
3. To what extent is a scientist responsible for supplying research data to other
scientists (including those who seek to reproduce the research) and to other
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parties who request them? Is a scientist responsible for supplying data,
algorithms, and computer codes to other scientists who request them?
4. What challenges do the science and technology community face arising from
actions that would compromise the integrity of research data? What steps
should be taken by the science and technology community, research institutions,
journal publishers, and funders of research in response to these challenges?
5. What are the current standards for accessing and maintaining research data,
and how should these evolve in the future? How might such standards differ for
federally funded and privately funded research, and for research conducted in
academia, government, nongovernmental organizations, and industry?
The study will not address privacy issues and other issues related to human
subjects.
At our committee’s first meeting, it quickly became apparent that even this wideranging charge did not encompass the full range of pressing issues involving research
data. Digital technologies have been changing research at a pace that would have been
hard to predict even a decade ago. Practices and expectations for data sharing vary
considerably from field to field and are rapidly evolving. National and homeland security
concerns affect the policy environment governing access to various types of data. In some
areas the costs of maintaining collections and transferring them to new digital media raise
questions about who is responsible for undertaking and financing long-term stewardship.
A growing variety of investigators and research fields face difficult choices involving
trade-offs between sustaining existing data collections and performing new research.
The purpose of this report is to explore the evolving roles and responsibilities of
researchers, research institutions, research sponsors, journals, publishers, and others in
generating, analyzing, disseminating, and preserving research data. Many of the methods
used to validate the quality of data, make data available to other researchers, and preserve
data for future uses are unique to specific disciplines. Focusing on these disciplinespecific methods would yield a report that is both too narrow and too transitory given the
transformative influence of rapidly changing technologies.
Instead, we decided to base our report on the broad principles that have
characterized science and engineering research for hundreds of years and will continue to
do so in the future. In particular, we decided to focus on three broad and intertwined
issues that we have characterized as integrity, access, and stewardship. For each of these
issues, we state a general principle that applies throughout the research enterprise. We
then use these three broad principles to formulate recommendations that apply in more
specific circumstances. We have also highlighted, within the text and in sidebars in each
chapter, useful efforts by researchers, institutions, research fields, research sponsors,
professional societies, and journals to facilitate the realization of our broad objectives.
And we have identified issues——some new and some old——that will need continued
attention as technology continues to reshape the research enterprise.
Although this report addresses all of the components of the research enterprise, its
primary focus is on the roles and responsibilities of the investigator. This is appropriate,
given the composition of the committee and the nature of the task. The actions of
researchers inevitably influence all the other parts of the research enterprise, and each of
x
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these parts also has responsibilities in maintaining the integrity, accessibility, and
stewardship of research data. However, researchers must take the lead in addressing new
and pressing issues involving research data. In general, the report attempts to reflect the
perspectives of individual researchers in different fields with respect to the generation,
preservation, and sharing of research data in science as a whole and in specific fields.
Following the Executive Summary, Chapter 1 introduces the main issues covered
in the report by examining the terms used in the report and the varieties of research data.
Chapter 2, on the integrity of research data, looks at the challenges to data integrity
created by rapidly changing technologies and at responses to those challenges. Chapter 3
discusses the responsibility for researchers to make publicly available the data on which
research results are based, and the variety of challenges this poses in different fields and
settings. And Chapter 4 describes the long-term value of research data and methods to
preserve data for future uses.
The changes in the daily practices and activities of researchers due to the rapidly
changing technologies provide a unique opportunity to reinforce and extend the
traditional openness and collaborative nature of science.
In preparing this report, our committee has taken advantage of a number of
studies by the National Academy of Sciences, the National Academy of Engineering, the
Institute of Medicine and the National Research Council. Appendix B provides a list of
recent reports on relevant subjects. For example, the committee spent some time
reviewing and discussing a recent controversy over the interpretation and use of data to
reconstruct historical changes in global temperatures, as described in the 2006 NRC
report Surface Temperature Reconstruction for the Last 2,000 Years.
The importance of data in research and in societal decisions will continue to
increase as science and engineering exert an ever greater influence on society and as
digital technologies continue to remake our world. The committee and the members of
the Committee on Science, Engineering, and Public Policy hope and trust that this report
will stimulate further dialogue to strengthen science and engineering in a data-rich world.

Phillip A. Sharp
Massachusetts Institute of Technology

Daniel Kleppner
Massachusetts Institute of Technology
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