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transformation in the Air: A Review of the 
fAA’s Certification Research plan

the federal Aviation Administration (fAA) is currently undertaking a broad, 
evolving program known as Next Generation Air transportation System 
(NextGen) to improve the tracking of ground and in-aircraft operations. Next-
Gen is responsible for certifying new technologies, systems, and procedures 
before they are incorporated into the National Airspace System (NAS) —the 
national network of airports and the rules that govern their operations. While 
the airspace overcrowding and the safety concerns that originally motivated 
the creation of NextGen have decreased, the NAS is faced with new chal-
lenges such as adjusting to a larger scale of operations and greater numbers 
of people involved while incorporating Unmanned Aerial Vehicles and other 
new technologies. In response to an fAA request, the National Academies of 
Sciences, engineering, and Medicine reviewed the fAA’s Research Plan: Meth-
ods and Procedures to Improve Confidence in and Timelines of Certification of 
New Technologies Into the National Airspace System that was mandated by 
the fAA Modernization and Reform Act of 2012 and written in 2014.  In this 
report, the Academies conclude that the current fAA research plan is not yet 
an effective guide because it lacks integration of all human and technologi-
cal aspects of the NAS and is missing a contextual analysis of previous fAA 
NextGen accomplishments. A research plan with broader context, greater 
details, and guidance for key activities and investments would allow the fAA 
to showcase its progress in NextGen and in the certification of new NAS tech-
nologies.  In future communications, the fAA should use its research plan to 
clarify the steps required for an integrated certification process and demon-
strate the need to improve the fAA’s management efficiency, productivity, 
and strategic implementation.

RECOMMENDATION: In order to improve confidence in and timeliness of the certifica-
tion of new technologies and the approval of the new operations they enable in the NAS, 
the fAA should create a comprehensive research plan that results in a documented ap-
proach that provides the full context for its certification and implementation of NextGen, 
including both ground and air elements, and the plan’s relationship to the other activities 
and procedures required for certification and implementation into the NAS. the current 
plan does not do this.

Read, purchase, or 
download a free PDF 
of this report at 
http://www.nap.edu



SOFTWARE ASSURANCE IS NECESSARY
“Software assurance” is the level of confidence that software 
will function as intended and is free from vulnerabilities in 
its design and during its life cycle. Software continues to be-
come more prevalent in implementing functionality across 
the fAA enterprise and is constantly changing in size and 
complexity. furthermore, the fAA increasingly uses software 
from a variety of sources that have different levels of trust, 
which requires appropriate testing in order to promote 
resilience to cyberattacks and keep data private. Software 
analysis should be fully integrated in certification activities 
to improve assurance and confidence.

RECOMMENDATION: the fAA research plan should ad-
dress software assurance issues associated with complex 
systems in order to ensure timeliness and confidence in the 
certification of new technologies into the NAS.

there is an increasing number of cyberattacks targeting 
and exploiting various programs, technologies, and stake-
holders. Cybersecurity is therefore a critical component of 
the NAS that needs to be addressed early, continually, and 
comprehensively in the fAA research plan to decrease sys-
tem vulnerability to future threats and improve operational 
confidence.

RECOMMENDATION: the fAA research plan should ad-
dress cybersecurity as an integral part of the NAS.

SUPPORT ALL STEPS OF THE SYSTEM
Verification and validation involves the evaluation of prod-
ucts to determine whether they meet user needs when 
placed in the user environment. Strong policies and a capa-
ble staff are needed to keep up with the fast pace of avionics 
improvements, coordinate multiple contractors, and train 
users to operate new products while addressing all phases 
of validation, verification, and testing. Greater attention to 
these challenges will increase user confidence, deliver better 
economic payoff, and reduce certification time.
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RECOMMENDATION: the fAA research plan should in-
clude as a significant priority the improvement in the use 
of verification and validation of the overall system. the fAA 
research plan should demonstrate how the fAA is building 
upon the significant research on verification and validation 
being done by NASA and other government research labs, 
academia, and international research groups.

AIM FOR PREVIOUS BEST PRACTICES
Some initiatives under NextGen have already successfully 
provided safety, dependability, and efficiency to users, no-
tably the Alaska Capstone program, the Gulf of Mexico He-
licopter initiative, and the Greener Skies over Seattle initia-
tive. Unlike these individual programs, however, the scale of 
the overarching NextGen program is much larger and faces 
added complexities. therefore, the fAA should look to oth-
er agencies and organizations for direction such as the Air 
force flight Standards Agency, NavCanada, and NASA. the 
relationships between the fAA and other relevant agencies 
and organizations are critical for developing and certifying 
successful air traffic control technologies.

RECOMMENDATION: the fAA research plan should 
benchmark the best practices of other organizations regard-
ing certification that can contribute to the timely implemen-
tation of NextGen technologies and coordinate its research 
with other relevant organizations, particularly NASA.

It is in the best interests of the fAA and its stakeholders to 
carefully explain the progress made through the NextGen 
program and detail the increasing complexity, scale, and 
technological capabilities of the NAS. future fAA research 
plans, when properly assembled and executed, can play a 
valuable role in guiding the timely and effective certification 
of new technologies into the NAS.


