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Continuing rapid advances in science and technology have the potential to challenge the 
oversight systems for responsible conduct of life sciences research with dual use potential 
– research that may have beneficial applications but that also could be misused to cause 
harm. In June 2018, the U.S. National Academies of Sciences, Engineering, and Medicine, 
InterAcademy Partnership, Croatian Academy of Sciences and Arts, and Croatian Society 
for Biosafety and Biosecurity convened an international workshop in Zagreb to discuss 
creating and sustaining robust oversight systems for such research.

 Governance activities occur at every stage of the research life cycle, from conception 
and initial planning, to funding, to conduct of research, dissemination of 
results, and translation and product development, and such activities operate 
at many levels, from the institutional, to the national, regional, and international. The workshop brought together almost 70 
participants from 30 countries and 5 international organizations to share lessons learned, discuss gaps and challenges in this 
governance ecosystem, and explore potential actions to strengthen global life sciences governance in the short, medium, and 
longer terms. It encouraged participants to think broadly about how to create strong, flexible, and anticipatory systems of 
governance for dual use life sciences research, with the understanding that governance involves a range of complementary 
efforts -- development and promulgation of norms of responsible behavior and self-governance undertaken by the scientific 
community, requirements from research funders and publishers, national government policies and regulations, institutional 
oversight practices, export control and intellectual property regimes, international disarmament and nonproliferation agreements 
such as the Biological Weapons Convention, and others. Governance thus cuts across multiple organizations and involves 
multiple actors, each of whom may make valuable contributions to the overall system. 

GOVERNANCE ACROSS THE RESEARCH LIFE CYCLE
Crosscutting National Government or Self-Governance Measures. A variety of efforts undertaken by national governments 
aim to promote governance of dual use life sciences research across multiple stages of the research life cycle. These efforts, such 
as the creation of national advisory bodies or sustained outreach to their scientific communities, reflect the utility of approaches 
that can both provide targeted interventions for particular phases and support governance at more than one stage. The scientific 
community may also undertake systematic efforts, such as awareness raising, to support self-governance. 

Initial Research Conception and Planning. Principal investigators have a general responsibility to design experiments to 
meet ethical, legal, and institutional standards and to plan for their safe conduct, as do the research-performing organizations 
and institutions. Thus, the governance of life sciences research that may raise dual use concerns begins with the initial stages of 
developing a research project. An important first step in identifying that a proposed experiment or project may raise dual use 
concerns is the researcher being aware that there may be benefits and risks to evaluate or biosecurity concerns to consider that 
go beyond traditional biosafety issues. In addition, some form of institutional review committee may help researchers identify 
and address potential risks. And in some cases, it may be possible for investigators to change the design of an experiment or to 
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incorporate other technical safeguards into their research to 
help mitigate dual use and biosecurity concerns. 

Funding. Since the early 2000s when concerns about potential 
risks from research with dual use potential arose, a commonly 
raised point is that waiting until the stage of journal publication 
is far too late in the process to be introducing debates over 
whether a particular research effort should be disseminated. 
Ideally, such research could be identified much earlier and 
additional procedures or safeguards implemented as necessary. 
The funders of life sciences research have considerable leverage 
to request that scientists applying for support consider dual 
use issues, to require the adoption of procedures to mitigate 
concerns, or to require that adjustments to research plans be 
made as conditions of funding. Thus, the funding stage has 
become an important opportunity to support governance 
and oversight. 

Conduct of Research. A number of the case examples 
highlighted during the workshop featured governance 
measures applicable to the conduct of research. These include 
the implementation of risk management plans for research 
that raises dual use concerns, as well as awareness-raising 
and technical training on safety and security best practices for 
such research. An important component recognized during 
the workshop is the role of organizational culture in helping to 
ensure that safety and security considerations are seen as more 
than “check the box” compliance activities. 

Dissemination of Results. The results of research efforts are 
publicized in conferences, made available in prepublication 
form on preprint servers, and published in numerous 
scientific journals. Controversies over the publication of 
articles containing the results of dual use research in the 
life sciences became particularly intense in the early 2000s 
amid rising concern about terrorists’ interest in acquiring 
weapons of mass destruction. As a result, a number of groups 
involved in scientific publishing have addressed biosecurity or 
recommended policies on research publication.

Product Development and Translation. The private sector 
is a stakeholder in addressing dual use research, whether as 
funders and investors in research, as organizations that conduct 
research and development, or as organizations that license or 
translate research into products. Governance of life sciences 
developments can be implemented at these later stages of the 
research life cycle, for example, through conditions placed on 
the acceptable uses of intellectual property through patent 
licenses and material transfer agreements. The workshop did 
not focus on engagement with the private sector to advance 
life sciences governance or discuss such mechanisms in detail.

 Participants generally acknowledged the importance of 
the context in which governance measures are applied, with 
differences in systems of government, culture, language, 

resources, and priorities requiring consideration as part of the 
development of governance measures. There was, as such, 
no one-size-fits-all approach to dual use governance of life 
sciences research and specific measures need to be adapted 
to suit the context. Reflecting this diversity, participants at the 
workshop shared multiple examples of ongoing governance 
efforts and highlighted a number of elements across the stages 
of the research life cycle they felt made particular contributions 
to effective oversight systems. Throughout the workshop 
discussions, it became clear that a considerable number of 
governance activities have been undertaken over the past 
decade or so.

Stage Oversight

General Having a “home” where discussions 
on governance of dual use research 
can occur, both nationally (such as 
a biosafety or biosecurity advisory 
body) as well as institutionally (such as 
through a review committee).

Proactive outreach by government 
regulators to researchers to inform 
them of their obligations and provide a 
mechanism for consultation as needed.

Efforts that promulgate awareness-
raising, norms of responsible conduct, 
and training on risk management for life 
sciences researchers.

Engagement with the private sector, 
which remains a relative gap among 
the activities discussed during the 
workshop.

Research 
Conception
and Funding

Processes for considering the potential 
dual use risks and benefits associated 
with research proposals, coupled with 
the development of risk management 
plans.

Conduct of 
Research

Oversight systems at research-
conducting institutions, including 
oversight processes for research projects 
beyond a set of specified agents and 
experiments. 

Development and adoption of practices 
to prevent misuse of research materials 
and resources. 

Establishment of relevant norms and 
guidelines of practice by life sciences 
research communities. 

Dissemination 
and Publication

Practices, frameworks, or capacity-
building resources to enable 
prepublication archives, journal editors, 
and publishers to review submissions for 
dual use concerns 

Legislative and regulatory measures to 
manage dissemination. 

Table 1. Elements That Could Contribute to an Oversight 
System for Dual Use Life Sciences Research



BUILDING SUCCESS AND SUSTAINABILITY 
IN DUAL USE GOVERNANCE
 A number of themes emerged from the workshop 
discussions. Translation of terms across languages is a major 
challenge. Perhaps the most familiar issue is that the term 
“biosecurity” either does not exist or is the same word as 
“biosafety” in a number of languages. Many participants 
thought that fostering shared definitions of what is 
encompassed by key terms will continue to be important in 
creating the common understanding necessary for effective 
dual use governance.
 A number of participants also argued that it would 
be useful to conduct further inventory mapping exercises 
to determine still more systematically who is doing what 
in a wider range of countries. The process of mapping 
governance activities and progress could facilitate sharing 
of information, lessons learned, and best practices and 
allow stakeholders to create templates for governance 
strategies, policy options, training, and awareness raising 
that interested parties could adapt, taking into account the 
local context.
 As discussed frequently during the workshop, effective 
governance requires more than “check-box” compliance 
with regulations, policies, and practices. Acceptance and 
engagement by the affected communities are essential and 
this requires sustained and continuing effort in fostering 
and promoting governance.
 A number of current governance efforts address 
the need to raise awareness among scientists of dual 
use concerns, and further build networks of community 
members who can be engaged and contribute to ongoing 
discussions. The issue of engagement was raised repeatedly 
over the course of the workshop, with participants 
suggesting that engagement allowed norms and ideas to 
be planted and adapted as science changes. Discussion, 
development, and promulgation of biosecurity codes of 
ethics and codes of conduct have been one of the most 
commonly undertaken global governance activities, with a 
number of examples from different sectors of the scientific 
community and from multiple countries discussed during 
the workshop. Awareness-raising efforts support and 
supplement other governance activities related to dual 
use and are often undertaken by professional societies and 
nongovernmental organizations. 
 Many participants raised the topic of education and 
training, with education of scientists as a foundational 
element for the governance of dual use research. Education 
was seen as an ongoing activity, not something that 
happens once and for which researchers will never need 
additional engagement as science advances. This includes 
building networks of faculty who can support each other, 
share best practices, and sustain capacity-building efforts. 
It requires modules and courses, as well as materials that 
can be used to teach and engage with scientists about 
dual use issues. Activities that introduce dual use issues 

and biosecurity within a wider context, such as the 
responsible conduct of science, can serve as the basis for 
more advanced and specialized training. 
 A recurring theme in the workshop was the need 
to develop greater common understandings about 
effective means and measures for the oversight of 
research with dual use potential that could support both 
security and continuing, globally accessible scientific 
progress. Participants discussed a range of current and 
potential international forums and initiatives where such 
understandings could be built, promoted, and, where 
appropriate, implemented at the international, regional, 
or national level. Some of the forums have security as their 
primary mission, but others engage key stakeholders or 
address issues that can support more effective governance 
of research with dual use potential. None is devoted to dual 
use issues. Some of the intergovernmental forums, based 
on formal treaties, have the capacity to make decisions 
that impose legally binding obligations on member states. 
Some serve as policy coordination bodies, and these may 
lead to increased harmonization of national policies and 
actions. Other intergovernmental forums primarily provide 
an opportunity for discussion among member states—
and sometimes relevant stakeholders—about key issues. 
Moreover, there are many nongovernmental organizations 
that also provide valuable forums that have the capacity 
to build common understandings. 
 Finally, insights from the social and behavioral sciences 
can help to address governance challenges in a number of 
ways, and participants identified further engagement with 
experts from these fields as one opportunity to improve the 
design, implementation, and assessment of governance 
measures. A number of fields can make useful contributions 
in this regard. For example, research on decision science 
can help establish processes for identifying and assessing 
risk posed by scientific and technical advances, while 
the “science of science communication” may help those 
invested in promoting innovation and security to engage 
members of the scientific community more effectively in 
these efforts.

ADVANCING RESEARCH GOVERNANCE
 Participants at the workshop shared ideas for future 
actions that could be taken to address both foundational 
challenges in the governance of dual use life sciences 
research, as well as actions to address gaps and needs at 
stages in the research process.
 While creating the strong, flexible, and anticipatory 
systems of governance to address life sciences research 
with dual use potential is an ongoing challenge, the 
Proceedings highlights the global nature of efforts to 
address these issues and provides a basis for further efforts 
to advance the research governance ecosystem.



Copyright 2018 by the National Academy of Sciences. All rights reserved.

For More Information . . . This Highlights was prepared by the National Academies of Sciences, Engineering, and Medicine based on the 
Proceedings of a Workshop Governance of Dual Use Research in the Life Sciences: Advancing Global Consensus on Research Oversight (2018). 
The activity was sponsored by the Open Philanthropy Project, a donor advised fund of the Silicon Valley Community Foundation. The 
Proceedings was prepared by James Revill, University of Sussex, Jo L. Husbands, and Katherine Bowman as a factual summary of what 
occurred at the workshop. Any opinions, findings, conclusions, or recommendations expressed in this publication do not necessarily reflect 
the views of any organization or agency that provided support for the project. Copies of the Workshop Proceedings are available from the 
National Academies Press, (800) 624-6242; http://www.nap.edu/25154.

PLANNING COMMITTEE ON GOVERNANCE OF DUAL USE RESEARCH IN THE LIFE SCIENCES
Sue Meek (Chair), The Australian National University, Australia; R. Alta Charo, University of Wisconsin–Madison, USA; Baruch 
Fischhoff, Carnegie Mellon University, USA; Michele Garfinkel, EMBO, Germany; Alexander Kagansky, Far Eastern Federal University, 
Russia; Alemka Markotić, University Hospital for Infectious Diseases Zagreb, Catholic University of Croatia and University of Rijeka, 
Croatia; M. Iqbal Parker, University of Cape Town, South Africa; Alejandra G. Suárez, Universidad Nacional de Rosario, Argentina; 
Herawati Sudoyo, Eijkman Institute for Molecular Biology, Indonesia. Staff from the National Academies of Sciences, Engineering, and 
Medicine: Katherine Bowman (Senior Program Officer), Jo L. Husbands (Scholar), Aanika Senn (Senior Program Assistant), and 
Tracy Kambara (Mirzayan Fellow, through April 2018).

Division on Earth and Life Studies

Category Ideas and Next Steps Suggested at the Workshop

Provide Venues to 
Further Dual Use 
Discussions

Encourage existing multilateral forums on emerging science and technology to incorporate and discuss the 
issue of dual use life sciences research. 

Consider convening a regular event, workshop, or interest group to discuss issues in the governance of 
dual use life sciences research.

Build Shared 
Understandings 
of Key Governance 
Components

Foster shared definitions of what is encompassed by dual use life sciences research as well as understanding 
across languages (where there can be differences in terminology, for example).

While the details will vary with context, foster common understandings of essential elements that could be 
included in national systems for governance and oversight of dual use life sciences research.

Build Networks Identify and foster champions who can promote awareness of dual use among their national scientific 
communities and government agencies. Such champions might serve as points of contact in each country.

Incorporate Dual Use 
Guidance into the 
Programs of Work of 
Other Organizations

A number of organizations and networks that do not have a primary focus on biosecurity may still be 
relevant to addressing aspects of this broad issue. Promote inclusion of information or guidance on dual 
use life sciences research where appropriate in their discussions, reports and guidelines. 

Improve Policy Options 
and Implementation

Incorporate expertise from the social and behavioral sciences into the process of developing and 
implementing life sciences governance policies. 

View research oversight as a “Design-Build-Test-Learn” cycle (an approach common to engineering fields) 
and discuss implementation, lessons learned, and how to adjust the system on a more regular basis.

Convene those involved in publication and dissemination of scientific research to address dual use practices 
in an era of prepublication.

Foster systematic discussions of the changing technical landscape of the life sciences (such as advances in 
sequencing and synthesis technologies, use of biofoundries, the role of DIY biology, potential advances in 
technical mitigation controls, etc.) and how dual use oversight systems can prepare to address them. 

Produce Materials and 
Provide Resources

Compile and analyze principles for governance of research from existing sources. From these, develop a set 
of principles for the governance of dual use life sciences research.

Assemble systematic descriptions of national dual use oversight systems to foster analysis and comparative 
discussions.

Circulate a discussion paper among networks to orient diverse communities to the topic of dual use life 
sciences research and to continue to foster development of common understandings and approaches.

Assemble teaching resources and case examples.

Create an informational video with key messages.

Table 2. Suggestions for Specific Actions Arising from Workshop Discussions


